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Abstract

A steganographic technique based on the Wada index is proposed in this paper. The definition of a
perfect covering of the carrier image is introduced. Perfect coverings are used to produce a unique rep-
resentation of the carrier image what enables the consecutive modification of pixels in the carrier image
without destructing Wada indexes in previous overlapping observation windows. The only required
information for the decoding step is the stego image itself. The stego image is split into dichotomous
shares according to the Wada index. The decoding scheme is based on the disjunction of shares with
odd indexes. Computational experiments are used to demonstrate the efficacy of the proposed scheme.
The proposed steganographic scheme based on the Wada index ensures that the secret image is not
leaked from the modified bit planes with lowest indexes, the stego image is robust against RS steganal-
ysis algorithms, and the payload capacity of the carrier image is comparable to grayscale LSB schemes.

Keywords: Wada index, Perfect covering, Steganography, Carrier image

1 Introduction

The lakes of Wada are three (or more) disjoint
connected open sets of the plane with the coun-
terintuitive property that they all have the same
boundary. The lakes of Wada were introduced
by Kunizo Yoneyama in 1917, who credited the
discovery to Takeo Wada [1].

With the advent of the era of powerful digi-
tal computers, Wada basins of attraction became
an important topic in computational analysis of
non-linear systems [2]. A Wada basin has the prop-
erty that every neighborhood of every point on the
boundary of that basin intersects at least three
basins.

The visualization of Wada basins for a nonlin-
ear system possessing several coexisting attractors
can be executed in a form of a colormap where

every point in the phase space of initial conditions
is assigned to a different color (representing the
attractor to which the system will evolve from this
initial condition). Computational and topological
analysis of such Wada colormaps have attracted
a lot of interest during the recent years [3, 4, 5].
The uncertainty of a response to a perturba-
tion of a nonlinear system possessing the Wada
property is higher if compared to a fractal basin
boundary [6, 7, 8].

However, it is important not only to detect if
the investigated basin of attraction does possess
the Wada property. It is also important to quan-
tify the complexity of the Wada basin in terms of
the number and the proportion of different colors
in phase space. The Wada index recently intro-
duced in [9] helps to achieve these goals. The Wada
index can be used to distinguish fractal and Wada
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2 A steganographic scheme

basins of attraction. Also, the Wada index does
measure the randomness of the distribution of dif-
ferent colors in a basin of attraction represented
as a color digital image. That allows to represent
the uncertainty of the dynamical system with a
greater accuracy. Finally, the algorithm for the
computation of the Wada index is relatively sim-
ple, fast, and well-applicable for different basins of
attraction represented as two-dimensional digital
color images [9].

Any steganography scheme can be character-
ized by the following four features: imperceptibil-
ity, security, payload capacity, and robustness [10,
11].

Imperceptibility is the key feature and
strength of any steganographic technique as hid-
ing the secret data in the digital image should
not be detected by a naked human eye or with
the use of statistics [11, 12]. Any steganogra-
phy technique is regarded as secure if the secret
data is not detectable by statistical means, or
removal after being detected by the attacker [11].
An efficient steganographic system always aims
at sending maximum information using minimum
cover media. The payload capacity (the embed-
ding rate) is defined as the amount of information
hidden (in bits) comparative to the size of the car-
rier image. Keeping higher payload capacity with-
out sacrificing imperceptibility and security is a
major challenge in steganography [11, 12, 13]. The
robustness represents the ability of the embedding
and decoding scheme even if the stego image is
corrupted by a third hand using image processing
techniques like rotation, scaling, resizing etc. [11].

Steganographic techniques can be classified
according to the embedding domain into spa-
tial and transform domain steganography tech-
niques [14]. The simplest method to embed the
data into digital image is based on updating the
values of cover pixels within the spatial domain
of this image [15]. The spatial-domain methods
are based on different bit-wise algorithms which
implement the noise manipulation and bit inser-
tion by applying different techniques [15]. Well-
known contemporary spatial domain steganogra-
phy techniques are reviewed below.

Least Significant Bit (LSB) steganography is a
technique in which the last bit of each pixel of the
carrier image is replaced with the data bit of the
secret message [16]. Although small modifications
in last bits are not detectable by the naked eye,

they can be easily detected by the bit-plane or RS
analysis [17, 18]. In recent years, different modi-
fications of this technique have been proposed in
order to achieve higher security, better impercep-
tibility, and higher payload capacity [19, 20, 21].

The Pixel-Value Differencing (PVD) stegano-
graphic scheme relies on the occurring difference
among pixel values [22, 23]. The carrier image is
divided into non-overlapping blocks of two joined
pixels where the difference within every block is
changed in order to embed the secret information.
The main disadvantage is that the embedding
capacity has a direct relation to visual quality of
stego image [24].

Difference Expansion (DE) steganography was
proposed by Tian in 2003 [25]. Secret bits of data
are embedded into a pair of pixels while leaving
the average value of this pair of pixels unchanged.
Both the payload capacity and the visual qual-
ity of the stego image are sufficiently high for DE
steganography [25, 26].

Multiple Bit Planes Based (MBPB) steganog-
raphy was first introduced in 2006 as an extension
to the basic LSB substitution technique. In MBPB
steganography, bit planes with higher complex-
ity are preselected to hide secret data [11, 27].
Such encoding technique results in higher embed-
ding capacity and is more robust against the
steganalysis comparing with standard LSB tech-
nique. The main drawback is that the stego image
is vulnerable against geometrical attacks [11, 27].

Gray Level Modification (GLM) steganogra-
phy schemes were introduced as a modification
of the pixel brightness adjustment-based embed-
ding [28]. The secret data bits are embedded in
the brightness adjustment between adjacent pix-
els which depends on the nature of the embedding
scheme. GLM schemes help to provide better qual-
ity stego images due to the indirect embedding
process [29].

The Exploiting Modification Direction (EMD)
steganography was first proposed by Zhang and
Whang in 2006 [30]. They group all pixels in the
carrier image into n pixels per group. A pixel in
each group is modified by 1 to hide a secret digit
in a (2n+ 1)-ary notational system [31]. However,
the payload of the basic EMD scheme is quite low.

The main objective of this paper is to present
a new steganographic scheme based on the Wada
index. The paper is structured as follows. The list
of notations and symbols is given in Section 2. The
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modified Wada index is presented in Section 3.
Perfect coverings and their properties are intro-
duced and analyzed in Section 4. The proposed
steganographic scheme is described in Section 5.
Computational experiments and comparisons with
alternative steganographic techniques are pre-
sented in Section 6. The robustness of the pro-
posed scheme is investigated in Section 7. Finally,
concluding remarks are given in the last section.

2 The list of notations

The following notations will be used throughout
the paper:

• s – the size of the border of a s × s square
observation window measured in the number of
pixels; s ≥ 2.

• m – the number of different colors in the s × s
observation window; m ≥ 1.

• νk, k = 1, 2, . . . ,m – the number of the k-th
color pixels in the s× s observation window.

• pk = νk
s2 , k = 1, 2, . . . ,m – the discrete proba-

bility of the k-th color in the s × s observation
window.

• The indicator function 1
(s)
2 is equal to 1 if the

number of colors in the s×s observation window

is greater or equal than 2: 1
(s)
2 =

{
1, m ≥ 2,
0, m = 1.

• The indicator function 1
(s)
3 is equal to 1 if the

number of colors in the s×s observation window

is greater or equal than 3: 1
(s)
3 =

{
1, m ≥ 3,
0, m ≤ 2.

• e(s) (p1, p2, . . . , pm) = −
∑m

k=1 pklog (pk) – the
Shannon entropy of different colors in the s× s
observation window.

• The Wada index ω(s) in the s × s observation
window reads [9]:

ω(s) (p1, p2, . . . , pm) =
m

log (m)
1
(s)
3 e(s)

=

{
0, m < 3,
− m

log (m)

∑m
k=1 pklog (pk), m ≥ 3.

• The Wada index W (s) for a digital image

reads [9]: W (s) =
∑N

k=1 ω
(s)
k∑N

k=1 1
(s)
2,k

where ω
(s)
k and

1
(s)
2,k is the Wada index ω(s) and the indicator

function 1
(s)
2 in the k-th observation window.

• C – the grayscale carrier image. The size of C
(measured in pixels) is nx × ny.

• T – the grayscale stego image. The size of T
(measured in pixels) is nx × ny.

• S – the dichotomous secret image. The size
of S (measured in pixels) is (nx − s+ 1) ×
(ny − s+ 1).

• Hq – the dichotomous q-th share; q =
1, . . . ,m. The size of Hq (measured in pixels) is
(nx − s+ 1)× (ny − s+ 1).

3 The modified Wada index

Let us define a modified indicator function

I(s)q =

{
1, m = q,
0, m 6= q,

(1)

where m is a pre-determined number of colors in
the s× s observation window; 1 ≤ m ≤ s2. Then,
the modified Wada index in the s× s observation
window is defined as:

ω(s)
q (p1, p2, . . . , pm) =

m

log (q)
I(s)q e(s)

=

{
0, m 6= q,
− m

log (m) ·
∑m

k=1 pklog (pk), m = q.
(2)

Finally, the modified Wada index W
(s)
q for a

digital image is defined as:

W (s)
q =

∑N
k=1 ω

(s)
q,k∑N

k=1 I
(s)
q,k

, (3)

where ω
(s)
q,k and I

(s)
q,k is the modified Wada index

ω
(s)
q and the modified indicator function I(s)q in the
k-th observation window.

3.1 The sharing scheme based on
the modified Wada index

Let us consider a digital grayscale carrier image
C = (ck,l) , k = 1, . . . , nx; l = 1, . . . , ny. The

modified indicator function I(s)q is used to split
the carrier image C into s2 dichotomous shares
H1, H2, . . . ,Hs2 according to the following rule:

• Construct a covering scheme for the carrier
image C by using overlapping s × s observa-
tion windows. For each s×s observation window
use the indicator function I(s)q , q = 1, . . . , s2

to determine the number of different grayscale
levels in the current observation window.
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• Mark the number of grayscale levels in each
overlapping observation window in the appro-
priate dichotomous share: Hq (r, t) = 1 if

I(s)q (C(r : r + s − 1; t : t + s − 1)) = 1,
where r and t are the coordinates of the top-left
corner of the current observation window, and
(r : r+ s− 1; t : t+ s− 1) denotes the location
of the current observation window.

Note that the size of the shares Hq is smaller
than of the original image. Also, the conjunction
of different shares is an empty set: Hi ∧Hj = [0],
i 6= j; and the disjunction of all shares yields a full
set: H1 ∨ H2 ∨ · · · ∨ Hs2 = [1]; where [0] and [1]
are matrices of zeros and ones accordingly.

3.2 Example 1. A primitive
illustration of the sharing
scheme

Let us consider a 3 × 3 grayscale image defined

as a matrix of pixels

 96 96 96
96 96 71
123 222 169

 (the ”stego”

image in Fig. 1), and a 2× 2 dichotomous matrix[
1 0
1 0

]
(the ”secret” image in Fig. 1). The stego

image is covered by four different overlapping 2×2
observation windows (Fig. 1).

The brightness of all pixels is equal only in
the observation window at the top-left corner of
the stego image (Fig. 1). The dichotomous share
H1 depicts the location of all observation windows
where m = 1. Only the top-left cell of H1 is equal
to 1 because all other three observation windows
yield the values of m greater than 1.

Analogously, only the top-right observation
window yields m = 2. Therefore only the top-right
cell of the second share H2 is equal to 1 (Fig. 1).

Only a single bottom-left observation window
yields m = 3 – therefore the bottom-left cell of
H3 is equal to 1. Finally, only the bottom-right
observation window yields m = 4 – therefore the
bottom-right cell of H4 is equal to 1 (Fig. 1).

All four different shares are shown in the lower
row of Fig. 1 (s2 = 4). The secret dichotomous
image is revealed by computing the disjunction
H1 ∨ H3 (Fig. 1). In other words, the decod-
ing procedure in Fig. 1 can be represented by a
straightforward mapping:

T 3×3 → H2×2
1 ∨H2×2

3 = S2×2. (4)

3.3 Example 2. Manipulations with
the Wada index

Let us consider a 2× 2 observation window where
the modifications are allowed with the brightness
of the bottom-right pixel only. If the brightness of
all pixels is equal (the first row in Fig. 2), then
the brightness of the bottom-right pixel can be
increased or decreased by one step. This modifica-
tion changes the number of different colors in the
current observation window from m = 1 to m = 2
(Fig. 2).

The second row in Fig. 2 illustrates the sit-
uation when the number of different colors must
be decreased from m = 4 to m = 3. Unfortu-
nately, that cannot be reached by changing the
brightness of the pixel by one step. One possi-
bility is to decrease the brightness by 73 steps,
resulting into 169 − 73 = 96. Another option is
to increase the brightness by 53 steps, resulting
into 169+53 = 222. Clearly, the magnitude of the
change is lower in the second option – therefore
the number 222 is shown in green (Fig. 2).

4 The definition of a perfect
covering and its properties

Clearly, the main objective of any steganographic
encoding scheme is to minimize any changes in
the carrier image. However, it appears that the
magnitude of the change cannot be always equal
to 1 (Fig. 2). Moreover, any change in the bottom-
right corner of the current observation window will
also change the number of different colors in the
adjacent overlapping observation windows.

Without loss of generality, let us consider nx =
ny = 5 and s = 2 (Fig. 3). Let us assume that
changes in the bottom-right corner of the current
observation window are required at all possible
locations over the carrier image (the worst-case
scenario).

Let us start from r = 1 and t = 1. The ini-
tial position of the observation window is shown
in solid black lines in Fig. 3(a). The first mod-
ification of the bottom-right pixel is marked by
1 (Fig. 3(a)). Let us denote the first observation
window as window 1.
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96 96 96

9696 71

222123 169

96 96 96

9696 71

222123 169

96 96 96

9696 71

222123 169

96 96 96

9696 71

222123 169

00

01

H3

r = 1, t = 1, m = 1 r = 1, t = 2, m = 2 r = 2, t = 1, m = 3 r = 2, t = 2, m = 4

01

00

H1

01

01

H1 V H3

00

10

H4

10

00

H2

Fig. 1 The illustrative example depicting the sharing scheme (the decoding algorithm). The stego image is shown in the

first row (nx = ny = 3); the size of the observation window is 2 × 2. The secret dichotomous image is S =

[
1 0
1 0

]
. The

brightness of all pixels is the same in the observation window at r = 1 and t = 1 (that yields m = 1). Therefore, H1(1, 1) = 1.
Two different grayscale levels (96 and 71) are observed at r = 1 and t = 2. Therefore, H2(1, 2) = 1. Three different grayscale
levels (96, 123, and 222) are observed at r = 2 and t = 1. Therefore, H3(2, 1) = 1. Finally, four different grayscale levels are
observed at r = 2 and t = 2. Therefore, H4(2, 2) = 1. The disjunction of all shares with odd indexes yields the secret

96 96

9596

96 – 1, m = 2

96 96

9696

m = 1

96 96

9796

96 + 1, m = 2

96 71

222 96

169 – 73, m = 3

96 71

222 169

m = 4

96 71

222 222

169 + 53, m = 3

m + 1 m + 1 

m - 1 m - 1 

Fig. 2 The modification of the bottom-right pixel of the current observation window at s = 2. The first row illustrates the
situation when the brightness of the pixel can be increased or decreased by one step. This modification changes the number
of different colors in the current observation window from m = 1 to m = 2. The second row illustrates the situation when
the number of different colors must be decreased from m = 4 to m = 3. Green color denotes the smallest possible change

Red arrows in Fig. 3 depict the trajectory of
the observation window as it covers the whole car-
rier image. First, the observation window is shifted
by one pixel to the right, and the modification is
performed at a pixel marked by 2 (Fig. 3(a)). The

observation window reaches the right border of the
carrier image in three steps (Fig. 3(a)). Then, the
observation window is returned to the left border
of the carrier image and shifted by one pixel down-
wards (Fig. 3(a)). The process continues until the
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(a)

1 2 3 4

5 6 7 8

9 10 12

1314 16

1 2 4 7

3 5 8 11

6 9 1214

10131516
(d)

1 3 6 10

2 5 9 13

4 8 1215

7 11 1416
(c)

11

15
(b)

1 5 9 13

2 6 1014

3 7 11 15

4 8 1216

Fig. 3 Four perfect coverings at nx = ny = 5 and s = 2. The initial position of the observation window is shown in solid
black lines. Red arrows depict the trajectory of the observation window as it covers the whole carrier image

bottom-right corner of the carrier image is reached
(Fig. 3(a)).

The modification of the pixel marked by 1 will
have a direct impact on modifications at windows
2, 5, and 6 (Fig. 3(a)). This is because pixel 1
does fit into the according observation windows
(Fig. 3(a)). However, sequential modifications 2,
3, . . . , 16 will never result into a conflict. In other
words, the modification at the k-th window will
not change the pre-set numbers of colors in all
previous l-th windows; l = 1, 2, . . . , k − 1.

Definition 1 A covering is a perfect covering if a
sequential modification at the current observation
window does not cause conflicts in all previous obser-
vation windows.

Corollary 1 A covering is a covering with a recur-
rence if it is not a perfect covering.

Four perfect coverings are illustrated in Fig. 3.
A covering with a recurrence is shown in Fig. 4.
Steps 1, 2, 3, 4, and 5 do not cause any conflicts.
However, step 6 (marked in red in Fig. 4) gen-
erates a conflict. The matter of fact is that the
modification of pixel 6 can compromise the pre-set
number of different colors in window 5. In other
words, the previous modification at pixel 5 must
be recalculated.

By the way, four perfect coverings depicted in
Fig. 3 are not the only possible perfect coverings.
Different combinations between perfect coverings
shown in Fig. 3 can also produce a perfect covering
(Fig. 5).

Corollary 2 A perfect covering does not exist for a
carrier image with periodic boundary conditions.

2 3 4

5

1

Fig. 4 A covering with a recurrence at nx = ny = 5
and s = 2. Steps 1, 2, 3, 4, and 5 do not cause any con-
flicts. However, step 6 (marked in red) generates a conflict
because any changes in pixel 6 will change the Wada index
of the observation window marked in red (the previous
step)

1 2 6 7

3 5 8 13

4 9 1214

10 11 1516
(b)

1 3 7 13

2 4 8 14

5 6 9 15

10 11 1216
(a)

Fig. 5 Different combinations between perfect coverings
shown in Fig. 3 also produce perfect coverings

Proof Without loss of generality let us set nx = ny =
5 and s = 2. Periodic boundary conditions of the car-
rier image imply that computations are performed on
a surface of a torus (the Moore neighborhood of the
pixel with coordinates (1, 1) are pixels with coordi-
nates (1, 2), (2, 2), (2, 1), (2, 5), (1, 5), (5, 5), (5, 1), and
(5, 2) in the clockwise direction). Transitions 2, 3, and
4 do not generate any conflicts (Fig. 6). However, the
next step from the observation window 4 to the obser-
vation window 5 generates a recurrence in window 1.

�
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1 2 3 45

4
(b)

(a)

Fig. 6 A perfect covering does not exist for a carrier image
with periodic boundary conditions. Transitions 2, 3, and
4 do not generate any conflicts. However, the next step
from the observation window 4 to the observation window
5 generates a recurrence in window 1

Corollary 2 yields an important conclusion. If
the size of the carrier image is nx × ny and the
size of the observation window is s × s, then the
maximum size of the secret image produced by a
perfect covering is (nx − s+ 1)× (ny − s+ 1).

Corollary 3 Let the carrier image and the secret
image are given and fixed. Then the encoded stego
image does not depend on the type of a perfect
covering.

Proof Without loss of generality let us set nx =
ny = 3 and s = 2 (Fig. 7). Panels (a), (b), (c), and
(d) in Fig. 7 represent a horizontal perfect covering
(Fig. 3(a)). Analogously, panels (e), (f), (g), and (h)
represent a vertical perfect covering (Fig. 3(b)). The
first step of the horizontal and the vertical coverings
results into the same modification at the pixel with
coordinates (2,2) (marked as C̃2,2 in Fig. 7(a) and
Fig. 7(e)). The second step of the horizontal cover-
ing results into the modification C̃2,3 (Fig. 7(b)). The
second step of the vertical covering results into the
modification C̃3,2 (Fig. 7(f)). The third step of the

horizontal covering results into the modification C̃3,2

(Fig. 7(c)). However, C̃3,2 in Fig. 7(f) is exactly the

same as C̃3,2 in Fig. 7(c). This is because C̃2,2 are the
same in Fig. 7(a) and Fig. 7(e). In other words, the
absence of recurrences yields the same pattern of mod-
ifications if only the covering is a perfect covering.

�

5 The proposed
steganographic scheme
based on the Wada index

5.1 The encoding scheme

The main idea of the proposed encoding algorithm
is to make minimal changes to the grayscale car-
rier image in such a way that the disjunction of
all shares with odd indexes would yield the secret
dichotomous image.

Let us select the size of the observation window
s = 3 (resulting into nine different shares). The
only changes are allowed in the bottom-right pixel
of the current observation window. The carrier
image must be covered by overlapping observation
windows. The covering scheme must be a perfect
covering scheme.

The bottom-right pixel of the current observa-
tion window does not need to be changed in two
different cases:

• The number of different colors in the current
observation window is odd, and the correspond-
ing secret pixel is black.

• The number of different colors in the current
observation window is even, and the correspond-
ing secret pixel is white.

Let us consider a situation when both condi-
tions are not satisfied, and the bottom-right pixel
of the observation window must be changed. Two
different situations are discussed below.

• The brightness of the bottom-right pixel does
not coincide with the brightness of any other
pixel in the current observation window. Then,
the only option is to reduce m by one. The
brightness of the bottom-right pixel must be
changed (increased or decreased) to the nearest
brightness of the remaining eight pixels in the
current observation window.

• The brightness of the bottom-right pixel does
coincide with the brightness of one (or more)
pixels in the current observation window. In this
case, the only option is to increase m by one.
The brightness of the bottom-right pixel must
be increased or decreased by the smallest pos-
sible integer number in such a way that the
corrected brightness does not coincide with any
other value in the observation window.
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C1,1 C1,2 C1,3

C2,1 C2,2 C2,3

C3,1 C3,2 C3,3

~

C1,1 C1,2 C1,3

C2,1 C2,2 C2,3

C3,1 C3,2 C3,3

~ ~

C1,1 C1,2 C1,3

C2,1 C2,2 C2,3

C3,1 C3,2 C3,3

~ ~

~

C1,1 C1,2 C1,3

C2,1 C2,2 C2,3

C3,1 C3,2 C3,3

~ ~

~ ~

C1,1 C1,2 C1,3

C2,1 C2,2 C2,3

C3,1 C3,2 C3,3

~

C1,1 C1,2 C1,3

C2,1 C2,2 C2,3

C3,1 C3,2 C3,3

~

~

C1,1 C1,2 C1,3

C2,1 C2,2 C2,3

C3,1 C3,2 C3,3

~ ~

~

C1,1 C1,2 C1,3

C2,1 C2,2 C2,3

C3,1 C3,2 C3,3

~ ~

~ ~

(a) (b) (c) (d)

(e) (f) (g) (h)

Fig. 7 The encoded stego image does not depend on the type of a perfect covering. Panels (a), (b), (c), and (d) represent
a horizontal perfect covering (Fig. 3(a)). Panels (e), (f), (g), and (h) correspond to a vertical perfect covering (Fig. 3(b)).
Letters marked with a wave depict pixels with a modified brightness. Black-marked cells depict modifications in the current
observation window. The absence of recurrences yields the same pattern of modifications for horizontal and vertical perfect
coverings (panels (d) and (h))

The process is continued with the next obser-
vation window until the whole covering of the
carrier image is completed.

5.2 The decoding scheme

The only required information for the decoding
step is the stego image itself. The decoding scheme
is based on the disjunction of shares with odd
indexes:

Tnx×ny →

[
s2

2

]∨
k=1

H
(nx−s+1)×(ny−s+1)
2k−1

= S(nx−s+1)×(ny−s+1), (5)

where [∗] denotes the rounding operation.

6 Computational experiments

6.1 Computational experiments
with the standard Lena image

Let us consider the standard Lena image (Fig. 8)
as the carrier image. The dichotomous shares H1,
H2, . . . , H9 are shown in Fig. 8. It is interesting to

note that H9 reveals the contours of the original
image (Fig. 8). The fact that H1 is empty is not
surprising because the Lena image is a real digital
photograph contaminated by the additive noise.
Disjunctions of shares with odd and even indexes
are shown in Fig. 8.

Next, the secret image S (the dichotomous
city-map image shown in Fig. 9) is embedded into
the standard Lena image. A naked eye cannot see
any differences between the carrier image and the
stego image (Figs. 8 and 9). However, the dis-
junction of shares with odd indexes reveals the
secret (the disjunction of shares with even indexes
reveals the inverse of the secret).

The portion of pixels modified in the carrier
image, the magnitude of modifications, and the
brightness histograms of the carrier and the stego
images are presented in Fig. 10. The histogram of
the differences between the carrier and the stego
images is depicted in Fig. 11; the performance
evaluation measures of the proposed encoding
algorithm are shown in Table 1.

The number of modified pixels is rather high
(49.38%), but it does correspond to the statisti-
cal estimate (around 50%). The number of pixels
with the increased or the decreased brightness is
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H1 V H3 V H5 V H7 V H9 H2 V H4 V H6 V H8 
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Fig. 8 Dichotomous shares H1, H2, . . . , H9 of the standard Lena image and the disjunctions of shares with even indexes
H1 ∨H3 ∨H5 ∨H7 ∨H9 and with odd indexes H2 ∨H4 ∨H6 ∨H8

almost the same (Table 1). The range of changes
is high ([−139; 143]). However, large changes in
the brightness of a pixel are very rare. The mean
error (ME) representing the average change in the
brightness is only −0.0428 (Table 1). Needless to
say, the median of changes is 0 (Table 1). Mean
absolute error (MAE), mean squared error (MSE),
structural similarity index measure (SSIM), peak
signal to noise ratio (PSNR) indexes show that the
performance of the proposed scheme is compara-
ble to the performance of the best contemporary
steganographic schemes [11, 32].

6.2 Computational experiments
with different carrier images

It is natural that the performance of the encod-
ing algorithm depends on the characteristics of
the carrier and the secret image. A sequence of
synthetic digital images is designed in order to

explore the functionality of the proposed encoding
algorithm (Eq. 6).

The carrier image C is the standard Lena
image L at γ = 0 (Eq. 6). The carrier image C is
constructed as a weighted average of the standard
Lena image L and the random noise R (the Lena
image is gradually contaminated by the additive
noise) for negative values of γ (Eq. 6). Analo-
gously, the carrier image C is a weighted average
of the standard Lena image L and a plain image P
(the blurring effect) at positive values of γ (Eq. 6).

C =

{
(1 + γ) · L− γ ·R, −1 ≤ γ < 0;
(1− γ) · L+ γ · P, 0 ≤ γ ≤ 1.

(6)

Some of the synthetic carrier
images are depicted in the top row of
Fig. 12 for illustrative purposes at γ =
−1, −0.75, −0.5, −0.25, 0, 0.25, 0.5, 0.75, 1.
In total 101 digital images (representing 101
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H1 V H3 V H5 V H7 V H9 H2 V H4 V H6 V H8 
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Fig. 9 The secret dichotomous city-map image is embedded into the standard Lena image. A naked eye cannot see any
differences between the carrier image and the stego image (Figs. 8 and 9). The disjunction of shares with odd indexes
H1 ∨ H3 ∨ H5 ∨ H7 ∨ H9 reveals the secret (the disjunction of shares with even indexes H2 ∨ H4 ∨ H6 ∨ H8 reveals the
inverse of the secret)

discrete values of γ) are generated for running
computational experiments visualized in Fig. 12.

Performance evaluation measures such as
the range of corrections [min,max], ME, MSE,
PSNR, SSIM, and the correlation coefficient
are calculated for the sequence of different car-
rier images (Fig. 12(a)–(e)). Note that most of
these measures (except the correlation coefficient)
demonstrate that the best performance of the
proposed encoding technique is achieved when γ
approaches to 1 (when the carrier image turns into
an almost plain image).

Although some steganographic algorithms fail
when encoding a secret into a plain carrier
image [33, 34], the proposed technique deals well
with such a task. The encoding of the secret
image into the plain carrier image (the bright-
ness of all pixels is equal to 128) is demon-
strated in Fig. 13. The stego image produced by

the proposed technique is shown in Fig. 13(b),
the contrast-enhanced stego image is depicted in
Fig. 13(c), the box marked in red is zoomed in
Fig. 13(d). It is clear that the distribution of pixels
in the stego image is random and does not reveal
the secret image.

Computational experiments are continued
with other carrier images (Cameraman, Peppers,
Jetplane) and other secret images (Random and
Checkerboard images). Performance measures for
the proposed steganographic scheme based on the
Wada index are depicted in Table 1.

6.3 Comparisons with alternative
steganographic techniques

The standard LSB steganographic scheme is based
on the modification of the 1st least significant bit
of the pixel in the carrier image [10, 14]. Such a
modification increases or decreases the brightness
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Table 1 Performance evaluation measures for the computational experiments with different carrier and secret images

Performance measures Lena Cameraman

City-map Random Checkerboard City-map Random Checkerboard

Pixels with increased
brightness, %

24.32 24.48 24.41 24.56 24.68 24.31

Pixels with decreased
brightness, %

25.06 25.04 24.98 24.73 24.82 24.60

The range of changes [-139;143] [-126;142] [-110;154] [-143;164] [-131;136] [-142;134]
Median of changes 0 0 0 0 0 0
Mean error -0.0428 -0.0426 -0.0244 -0.0138 0.0032 -0.0344
MAE 1.5170 1.5154 1.5250 1.4589 1.4565 1.4630
MSE 20.9018 21.5322 21.5600 21.4351 20.8718 21.7500
SSIM 0.9692 0.9694 0.9691 0.9714 0.9713 0.9716
PSNR 34.9290 34.7999 34.8000 34.8195 34.9352 34.7600

Performance measures Peppers Jetplane

City-map Random Checkerboard City-map Random Checkerboard

Pixels with increased
brightness, %

24.73 24.66 24.64 24.75 24.93 24.80

Pixels with decreased
brightness, %

24.83 24.90 24.87 24.54 24.59 24.42

The range of changes [-162;114] [-165;136] [-149;119] [-164;148] [-116;143] [-116;129]
Median of changes 0 0 0 0 0 0
Mean error 0.0117 0.0083 0.0034 0.0949 0.0905 0.0996
MAE 1.4223 1.4149 1.4480 1.5260 1.5313 1.5190
MSE 17.7861 17.4649 19.0100 21.2751 20.8216 20.9000
SSIM 0.9676 0.9682 0.9668 0.9720 0.9715 0.9721
PSNR 35.6300 35.7091 35.3400 34.8521 34.9457 34.9300

of a pixel by 1 what leads to the sufficiently high
values of PSNR between the carrier and the stego
images. Unfortunately, the secret message hidden
using the standard LSB technique can be detected
by RS analysis [17, 18]. Moreover, the secret image
embedded using the standard LSB algorithm is
leaked by the first bit plane of the stego image [14].

The two least significant bit (2LSB) algorithm
is a generalisation of the standard LSB steganog-
raphy. In 2LSB steganography, 2 bits of the secret
information are embedded in the last two bit
planes (bit plane 1 and bit plane 2) of the carrier
image [35]. The main advantage of this technique
is that the maximum encoding capacity of 2LSB
is twice compared to the standard LSB algorithm.
Unfortunately, the first two bit planes of the stego
image also reveal the secret information. That is
the main drawback of the 2LSB scheme [35].

The random 2LSB steganographic scheme is
a modification of the 2LSB scheme. In random
2LSB, one secret bit is embedded either into the
1st or into the 2nd bit plane of the carrier image
(the 1st or the 2nd LSB plane is chosen ran-
domly) [14] . Note that the first 2 bit planes of

the stego image obtained by the random 2LSB
technique still reveal the secret information.

An improved version of the 2LSB scheme is
proposed in [19]. The improved 2LSB scheme is
based on the manipulation of the first two bit
planes of the carrier image. The proposed scheme
has the property of undetectability with respect to
stego quality and keeps the same payload capacity
as the 2LSB scheme [19]. The first two bit planes
of the stego image do not reveal the secret infor-
mation interpretable by a naked eye. However, one
can clearly observe the fact that the first two bit
planes are artificially modified.

Another way to hide secret information in
higher bit planes (compared to the LSB scheme)
is the Fibonacci-like steganography [36, 37]. Such
type of steganographic scheme relies on the bit
plane mapping instead of the bit plane replace-
ment. This scheme guarantees the increased pay-
load capacity by embedding two secret bits into
three bits of the carrier pixel [36, 37]. Authors
of [37] claim that the same embedding scheme can
be also applied to different bit planes. That results
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Fig. 10 The carrier image (panel (a)) and the stego image
(panel (b)). Panel (c) shows pixels with and without mod-
ification. Non-modified pixels are shown in white, pixels
with the increased brightness – in red, and pixels with
the decreased brightness – in blue. Panel (d) shows the
magnitude of modification of each individual pixel. The
brightness histograms of the carrier and the stego images
are depicted in panels (e)–(f)
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Fig. 11 The histogram of the differences between the
carrier and the stego images

into a more robust data hiding algorithm. How-
ever, that also results into larger visual distortions.
The drawback of such a scheme is that not all
pixels of the stego image are used for the embed-
ding of the secret image. Authors of [20] overcome
this limitation by proposing a mapping algorithm
which can be applied for all pixel brightness levels
to embed secret bits by mapping one single secret
bit onto the first 3 bit planes. For example, an
adaptive payload and distribution based on image
texture features is used in [38].

However, a straightforward encoding of the
secret information into a bit plane with a higher
index than 3 (or into several randomly selected
bit planes with higher indexes) does automati-
cally yield lower values of the PSNR between the
carrier and the stego images. Moreover, a naked
eye can recognize the secret information in the
stego image if the index of the bit plane is higher
that 4. Despite this fact, bit planes with higher
indexes are still used in different steganographic
schemes. However, other security means need to
be employed to ensure the robustness of the stego
image. For example, the Canny edge detection
technique is used to identify true edge pixels, and
the 4 least significant bits of edge pixels are manip-
ulated by the 4LSB steganography [39]. Hiding
data only in edges of a digital image improves the
quality of the stego image significantly [39, 40],
although the capacity of such schemes remains
low [41].

The comparison of averaged performance eval-
uation measures for LSB, 2LSB, random 2LSB,
improved 2LSB, random 3LSB, random 4LSB,
and the proposed scheme is presented in Table 2.
PSNR and SSIM are two measuring tools that are
widely used in image quality assessment. SSIM is
a newer performance evaluation measure that is
designed based on three factors (luminance, con-
trast, and structure) to better suit the workings
of the human visual system and is considered
as a better measure of imperceptibility in all
aspects [42]. It is worth noting that SSIM for the
proposed scheme is comparable to SSIM for the
LSB scheme. However, the proposed scheme is
able to pass the RS steganalysis and the bit plane
tests.

The steganographic scheme proposed in this
paper is based on the modification of the bright-
ness of the pixels in the carrier image according
to the Wada index of its surrounding. Such an
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Fig. 12 Statistical characteristics of the proposed steganographic scheme. The secret dichotomous city-map image is
embedded into the weighted average of the standard Lena image. (a) The range of corrections [min,max]; (b) ME between
the carrier image and the stego image; (c) MAE between the carrier image and the stego image; (d) MSE between the carrier
image and the stego image; (e) SSIM between the carrier image and the stego image; (f) PSNR between the carrier image
and the stego image; (g) Correlation coefficient between secret image and the correction matrix; (h) Correlation coefficient
between the carrier image and the stego image
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Fig. 13 Encoding the secret image (shown in panel (a))
into the plain carrier image (the brightness of all pixels is
128 in panel (b)). The contrast-enhanced stego image is
depicted in panel (c) (note that the colorbar range is 124-
132). The zoomed red-marked region in (c) is depicted in
panel (d)

operation yields changes in several bit planes
simultaneously for a single pixel. Let us consider
that one needs to encode a single secret bit into
the pixel which brightness is 135 (10000111 in the
binary form), and the brightness of that pixel must
be increased by 11. The resulting brightness is
135+11 = 146 (10010010 in the binary form). The
transition from 10000111 to 10010010 yields mod-
ifications in the 1st, the 3rd and the 5th bit plane.
For example, hiding the secret city-map image into
the carrier Lena image results into the following
proportions of the modified bits in different bit
planes: 34.76% in bit plane 1, 28.69% in bit plane
2, 20.00% in bit plane 3, 12.78% in bit plane 4,
7.93% in bit plane 5, 4.33% in bit plane 6, 2.51
% in bit plane 7, 1.24% in bit plane 8 (Fig. 19).
This fact is represented by relatively large MSE
in Table 2. Note that averaged performance eval-
uation measures in Table 2 are computed for
different carrier images (Lena, Cameraman, Pep-
pers, and Jetplane) and different secret images
(City-map, Random, Checkerboard) (Table 1).

The number of modified bit planes during the
process of encoding of one secret bit can vary from
1 to 8. However, both the number of the modi-
fied biplanes, and the indexes of the modified bit

planes depend on two factors. The first factor is
the Wada index of the observation window sur-
rounding the current bit of the carrier image. The
second factor is the dichotomous value of the cur-
rent pixel in the secret image. As demonstrated
previously, the number of modified bit planes and
the indexes of the modified bilplanes can be con-
sidered as random numbers and are different for
each individual pixel. Moreover, the proportion
of modifications in bit planes with higher indexes
is much smaller that the proportion of modifica-
tions in bit planes with lower indexes (Fig. 19).
Finally, the payload capacity of the proposed
steganographic scheme is almost 100%.

7 The robustness of the
proposed scheme

7.1 The robustness of the proposed
scheme to the partial
destruction of the stego image

An important feature of a steganographic scheme
is its robustness to the partial destruction of the
stego image. The proposed scheme can withstand
blockade of the stego image (Fig. 14). The part
of the secret image in the blocked area is lost –
but the secret is successfully decoded in the whole
remaining area (Fig. 14).

The proposed scheme is not completely
destroyed by the additive noise. Fig. 15(a) shows
the stego image with 1% of pixels corrupted by the
‘salt and pepper’ type noise. Such a contamination
of the stego image yields the secret image with
4.45% of incorrectly decoded pixels (Fig. 15(b)).
19.28% of pixels are decoded incorrectly if 5% of
pixels of the original stego image are corrupted
by the ‘salt and pepper’ type noise (Fig. 15(c)–
(d)). That can be explained by the fact that a
replacement of a single pixel in the stego image
does change the number of different colors in nine
adjacent 3×3 observation windows. Some of those
changes (around a half) do not have any impact
to the decoding algorithm (the Wada index of the
current observation window remains unchanged).
Nevertheless, the perturbation of the stego image
is amplified around 4.5 times in the decoded secret
image.

It is interesting to observe that the magni-
tude of the destruction of the recovered secret
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Table 2 The comparison of average performance evaluation measures for LSB, 2LSB, random 2LSB, improved 2LSB,
random 3LSB, random 4LSB, and the proposed scheme

Average performance
measures

LSB 2LSB Random
2LSB

Improved
2LSB

Random
3LSB

Random
4LSB

Proposed

MAE 0.4986 0.6937 0.7478 0.9969 1.1640 1.8986 1.4830
MSE 0.4986 1.5264 1.2469 1.4934 3.4928 11.0050 20.4425
SSIM 0.9729 0.9243 0.9392 0.9149 0.8689 0.7520 0.9700
PSNR 51.1525 46.3342 47.1733 46.3908 42.7000 37.7167 35.0383

(a) (b)

(c) (d)

Fig. 14 The secret information is lost only within the
blocked part of the stego image. Panels (a) and (c) repre-
sent stego images with blocked (white) rectangles; panels
(b) and (d) show the decoded secret images

image does not strongly depend on the type of the
noise added to the stego image. Fig. 16 shows the
original stego image contaminated by the Gaus-
sian noise with zero mean and variance equal to
1.5 · 10−6 (panel (a)) and 5 · 10−6 (panel (c)).

The Gaussian noise with variance equal to
1.5 · 10−6 alters the brightness of 10.96% of pixels
in the stego image. The Gaussian noise with vari-
ance 5 ·10−6 changes 38.13% of pixels in the stego
image. Clearly, such changes completely prevent
the interpretation of the decoded secret (Fig. 16).

It is clear that the Gaussian noise with a higher
variance fully destroys the secret. Such a feature
of the proposed scheme can serve as an addi-
tional security factor for the proposed scheme.
Adding a small amount of Gaussian noise does
not make large changes to the stego image – but

(a) (b)

(c) (d)

Fig. 15 The ’salt and pepper’ type noise added to the
stego image partially destroys the decoded secret. Stego
images with 1% and 5% of pixels affected with the ’salt
and pepper’ type noise are depicted in panels (a) and (c)
accordingly. The decoded secret images are shown in panels
(b) and (d)

completely destroys the decoded secret. Note that
PSNR between the original carrier image and the
stego image is 34.9290. However, PSNR between
the carrier image and the stego image with the
additive Gaussian noise in Fig. 16(c) is almost
the same (34.8420). In other words, the difference
between both the non-perturbed stego image and
the perturbed stego image are imperceptible to a
naked eye. The receiver can eliminate the addi-
tive noise from the stego image (if only he knows
the algorithm used to generate the noise) and can
decode the non-destructed secret.

Note that adding (or subtracting) a constant
to (from) the brightness of all pixels of the stego
image does not destroy the secret (Fig. 17). That
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(a) (b)

(c) (d)

Fig. 16 The Gaussian type noise added to the stego image
partially or fully destroys the decoded secret. Stego images
with the added Gaussian noise (zero mean and the variance
equal to 1.5 · 10−6 and 5 · 10−6) are depicted in panels (a)
and (c). The decoded secret images are shown in panels (b)
and (d) accordingly

can be explained by the fact that such a modifica-
tion of the stego image does not change the num-
ber of different colors in the covering observation
windows.

Attacks on stego images are broadly divided
into image degradation, image enhancement, and
geometric attacks [43]. Examples of geometric
attacks are rotation, scaling, translation, shear-
ing, warping and perspective transform. Unfor-
tunately, the proposed scheme cannot withstand
geometric and compression attacks because Wada
indexes in overlapping observation windows are
irrevocably destroyed.

7.2 The robustness of the scheme to
steganalysis

The goal of steganalysis is to identify suspected
images, determine whether or not they have a
secret image encoded into them, and, if possible,
recover that secret [44, 38, 45].

The brightness of each pixel of the carrier
image is represented by eight bits. A straight-
forward statistical test for the determination of
suspected images is based on the analysis of bit

(a) (b)

(c) (d)

Fig. 17 The secret information is encoded in linearly
transformed Lena image (panel (a)). If we add or subtract
a constant value to/from each pixel of the stego image in
(a), resulting modified stego images in panels (b) and (c)
will be decoded correctly (panel (d))

planes [46, 47, 48]. A real-life image (a digital
photograph) is considered non-suspicious if its bit
plane 1 or even the bit plane 2 are random images.

Figure 18 shows all eight bit planes of the orig-
inal carrier image. Clearly, both bit plane 1 and
bit plane 2 look completely random.

Figure 19 depicts all eight bit planes of the
stego image carrying the secret image encoded by
the proposed scheme. Bit plane 1 and bit plane 2
both look random (Fig. 19).

The proposed scheme can be considered as
the geometric extension of the LSB steganography
scheme. Really, the proposed scheme becomes the
LSB scheme when s = 1. Eight bit planes of the
stego image produced by the LSB steganography
are depicted in Fig. 20.

The randomness of bit plane 1 and bit plane
2 in Fig. 19 is considered not by using some sta-
tistical algorithms. This is just a straightforward
demonstration of the superiority of the proposed
scheme against the LSB steganography. A more
sophistical automatic tool is needed to test the
robustness of the proposed scheme to steganalysis;
the RS analysis [17] is used for that purpose.
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Fig. 18 Bit planes for the standard Lena image reveal no meaningful information in bit plane 1 and bit plane 2. This
indicates that the picture is a real photograph

Fig. 19 Bit planes for the stego image carrying the secret dichotomous city-map image embedded into the standard Lena
image. Bit plane 1 and bit plane 2 do not reveal any meaningful information. The proportions of modified bits in different
bit planes are different: 34.76% in bit plane 1, 28.69% in bit plane 2, 20.00% in bit plane 3, 12.78% in bit plane 4, 7.93%
in bit plane 5, 4.33% in bit plane 6, 2.51 % in bit plane 7, 1.24% in bit plane 8

Let us denote the number of regular groups
for mask M as RM (the percentage of all groups).
Similarly, SM denotes the relative number of sin-
gular groups. R−M and S−M are the numbers of
regular and singular groups respectively for the
negative mask −M . The statistical hypothesis of
the RS analysis is that a typical image without

embedded information (corresponding to the zero
point on the x-axis) does produce approximately
equal expected values of RM and R−M (the same
holds for RS and R−S) [17].

The RS diagram for the original Lena image is
depicted in Fig. 21(a) (the x-axis is the percent-
age of pixels with flipped least significant bits; the
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Fig. 20 Bit planes of the stego image produced by the LSB steganography (the secret dichotomous city-map image is
embedded into the standard Lena image). The secret image is revealed in bit plane 1
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Fig. 21 RS diagrams show that the proposed steganographic scheme is robust to the RS steganalysis algorithms. The
RS diagram for the standard Lena image is shown in panel (a). The RS diagram for the stego image carrying the secret
dichotomous city-map image embedded into the standard Lena image is shown in panel (b). The RS diagram for the stego
image produced by the LSB steganography (the secret dichotomous city-map image is embedded into the standard Lena
image) is shown in panel (c)

y-axis is the relative number of regular and sin-
gular groups with masks M and −M). One can
observe that RM ∼= R−M and RS ∼= R−S at x = 0
(Fig. 21).

The RS diagram for the Lena image with
the secret image embedded using the proposed
scheme (the stego image) is shown in Fig. 21(b).
Again, RM ∼= R−M and RS ∼= R−S at x = 0
(Fig. 21(b)). Finally, the RS diagram for the Lena
image with the secret image embedded using the
LSB steganography is shown in Fig. 21(c). One
can observe large differences between RM and
R−M (also between RS and R−S) at x = 0
(Fig. 21(c)). One can conclude that the proposed

scheme is robust to the discussed steganalysis
algorithms (at s = 3).

8 Concluding remarks

A steganographic technique based on the Wada
index is proposed in this paper. The modified indi-
cator function is used to split the digital grayscale
carrier image into dichotomous shares. The defi-
nition of a perfect covering of the carrier image
with overlapping observation windows is intro-
duced. Perfect coverings are exploited to produce
a unique representation of the stego image. Com-
putational experiments show that the statistical
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performance indicators of the proposed scheme are
comparable to the best available steganographic
schemes. It is also demonstrated that the proposed
scheme is robust to the partial destruction of the
stego image and to the steganalysis algorithms.

The proposed steganographic scheme is based
on two unique features. Firstly, it is based on per-
fect coverings of the carrier image. The fact that
the stego image does not depend on the type of
the perfect covering is far from being trivial. The
proof of this feature is an important contribution
of this paper.

Secondly, the proposed encoding scheme is
based on the Wada index computed for each
overlapping observation window in the perfect
covering. That allows to exploit the concept of the
Wada boundary in digital image steganography.
The quantification of the uncertainty of the evo-
lution of a dynamical system from the perturbed
initial conditions helps to design a steganographic
scheme robust to the steganalysis algorithms.

All computational experiments in this paper
are performed at s = 3 (with nine shares). It
is interesting to note that the proposed scheme
degenerates into the LSB scheme at s = 1 (with
no sharing of the carrier image). Therefore, the
proposed scheme can be interpreted as the spatial
extension of the LSB scheme with the distribu-
tion of the Wada uncertainty between the shares.
Remarkably, such distribution of the uncertainty
does not impact the first bit planes of the stego
image. A higher number of shares (s2 shares)
can be used to completely dilute the uncertainty
of modifications. However, it is shown that nine
shares are completely sufficient to pass through
the RS steganalysis.

The proposed steganographic scheme based on
the Wada index ensures that the secret image
is not leaked from the modified bit planes with
lowest indexes, the stego image is robust against
steganalysis algorithms, and the payload capac-
ity of the carrier image is comparable to grayscale
LSB schemes.
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